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Bai toan giam sat an toan mang
(GSATM) va canh bao som

» Swco ATTT bao gom ca cac nguy co xac thwe cé thé xay
ra bat ky th¢i diem nao.

. Bai toan GSATM = giam sat phat hién va canh bao sw co
ATTT trén mang, la cac khau dau tién trong qua trinh doi
pho véi cac nguy co mat an toan thong tin trén mang

Xac dinh
cac
diém
bao cao

Trao doi Xac
théng thuc
tin bao cao

Phat

hién sw
co

- Cac van de Ié&n lién quan dén: Phat hién sw co, Bao cao sy
cO, Phat hién cac nguy co’ tinh vi (APT) Cung cap théng tin
xac thwc chuan hoa.

- Giai phap: Hé thong giam sat an toan mang (HT GSATM).



Giam sat ATM la gi?

Giam sat ATM la gi?
e GSATM = hoat ddong kiém soat, phan tich cac diu hiéu tan

cong mang, cac si kién ATTT nham phat hién s&m cac
nguy co va sw cb doi véi cac hé thdng théng tin trén mang.

 GSATM khéng phan tich ndéi dung ngir nghia ma chi phan
tich ndi dung ky thuat ludng théng tin trong mang.

Co’ s& phap ly:

Nghi dinh 72/2013/ND-CP: Diéu 41 dat nén tang phéap ly
cho dich vu GSATM ] ] ]

 Quy hoach Phat trien ATTT s0 quoc gia den 2020 phé
duyét tai Qb 63/QD-TTg ngay 13/01/2010 chi r6 nhiém vu
theo doi, phat hién va canh bao s&m sw ¢o va nhiém vu dao
tao dGi ngl chuyén gia thwe hién viéc nay.

- Dw thao Luat An toan thong tin dang trinh Qudc hoi.

. Dw thao Thong tw vé giam sat an toan mang, hwéng dan
cho Nghi dinh 72/2013/ND-CP.

« ISO/IEC 27002:2005



Giam sat ATM dé lam gi?

Muc dich can dat dwoc:

« Nhan biet sém:
— nguy co bi do tham, cé hoat dong la, ma déc,
— céac quy trinh, co’ ché tan céng mé&i (nhw APT),
— kh&i dau cudc tan cdng va cwérng dd tan cong.

 Canh bao sé&m:
— céac hoat ddng tan céng ngam,
— nguy co va dau hiéu tan céng.

Kha nang hién thwc:
« Cong nghé hién dai, mwrc tw dong hoéa cao
« Co6 kha nang tich hop, két néi me
« Xu hwéng chuan héa quéc té ve chia sé théng tin



Kha nang giam sat ATM?

. Giam sat cac doi twong:
— Ludng tin
* lwu lwvong
* nguon, dich
— Dich vu
» cong dich vu
 giao thirc
— Hé thong
 CSDL, xtr ly van ban, QLDH,
* Thw dién tur,
* Trang tin dién tur,



Giam sat nhw thé nao?

Giam sat moét muc tiéu (hé thong nho)
Giam sat vong ngoai Giam sat trong HT

Mang ngoai

TT xtr ly X ly
giam sat giam sat




Giam sat nhw thé nao?

Giam sat nhiéu muc tiéu (hé thong I&n)
X ly mét cap X ly da cap

VAN

TT xw ly
giam sat




Giam sat nhw thé nao?
Giam sat hé thong mang quoc gia
Hé thong I&n, mé&, phan tan, da cap, két ndi quoc té

CERT

quoc te Canh bao
= i chia sé

théng tin
/S - 7AN

i XLSS i SXsXs tf:&}

Nguyén tac wu tién chon diém giam sat: XLGS
» Bao vé cac hé thong theo mirc d6 quan trong 1"1’3‘13
= HT trong yéu quép giq, HT an ninh quéc gia '
= HT anh hwdng dén s6 dong, HT co gia tri kinh té cao
- Bao vé cac diém xung yéu trong hé théng




Cong nghé giam sat ATM?

Thu thap sw kién
X ly chuan héa
Panh gia dé ruiro
Xw ly twong quan
Xac dinh sw co
Phan tich sw co
Théng tin, canh bao
Quan diém hién dai: Mot hé thdng phat hién sw ¢ tdt 1a hé thdng
cho phép thu’thép thong tin tw dong, hoat dong phan tan cé chu
y, st dung tot ket qua phat hién cta bén thir ba va hé tre chia
sé thong tin dé dang.
- Pam bao kha ning twong thich cao nhat trén toan quéc.

« Can co hé thong hé tro tlep nhéan cac nguon tin chia sé tir khap thé gi&i,
hé thong hoéa va cung cap théng tin sw co6 (kiéu nhw Abuse Helper).

- Bao cao phai chuan hoéa va hé tro xtr ly tw ddng (Cac chuan md ta va trao
doi théng tin: chuan truyen thong IODEF va IDMEF, chudn mé&i dwoc khuyén
cao STIX va TAXII, ngén nglr CybOX, khung OpenlOC)

NOoOOohkowDE



CPDT can dwoc giam sat ATM?

« Hatang CNTT cho CPPT Ia HTTYQG,

* Loi théng tin cua Chinh phu la théng tin
can bao mat cao,

» Dich vu céng CPPT phuc vu s6 déng

» Xa héi thong minh, Thanh pho théng minh
gan lién v&i Chinh quyén dién tir. Mang
may tinh 1a hé thong than kinh cia CQPT.
Vai tro cua ATM la cwc ky quan trong.

—>Nhu cdu GSATM phuc vu CPPT Ia tat yéu
khach quan.



Al thwc hién giam sat ATM?

 Co quan/don vi chu quan (la nguwdi quan ly
mang) chiju trach nhiém t6 chirc GS mang cula
minh.

« Cac co’ quan quan ly chuyén trach vé dam
bao ATTT mang chiju trach nhiém ho tro cung
cap dich vu GSATM va tong hop, cdnh bao
théng tin trong nganh, dia ban cua minh, bao
cdo lén trén trong mang lwdi diéu phdi quoc
gla.

« Cac té6 chirc va doanh nghiép hoat déng
cung cap dich vu GSATM.



Pam bao giam sat ATM?

« CQ chd quan mang/HT thdéng tin: phai cha tri t& chic
GSATM, cho phép va ho tro str dung dich vu GSATM.

- Cdc nha mang, don vi cung cap ha tang mang: dong
vai tro dac biét vlra la chd quan mang, vlra la ngwoi cung
cap dich vu mang nén co trach nhiém ho trog khach hang
va hé tro CQ/BV chuyén trach dé thwec hién GSATM.

» CQ/TC cung cép djch vu GSATM: trién khai hé thong GS
gom cac sensors va SOC, twong thich va chia sé théng tin
v&i CQDP QG (VNCERT).

« VNCERT: trién khai SOC QG va HT GSATM QG, tong
hop va chia sé thdong tin canh bao trén toan quoc, tw van
va hwong dan dam bao tinh twong thich.

Hanh lang phdp ly dang tiép tuc dwoc khan trwong hoan
thién



Pau tw giam sat ATM?

Bao gom:

1. Trang thiét bi va giai phap phan mém
GSATM (mot cap hay nhiéu cap):
—SOC+Lab+CSDLTT cén'h bao,

— Mang thu tin: sensors, thiet bi bao vé mang,
Iog-files,

— Can c6 cac HT hé tro nhw: HT xtr ly tw ddng,
HT nhan bao cao, HT thu thap & phan tich
thw rac, HT thu thap & phan tich ma doc, HT

tao chi so va tim kiém thong tin, HT quan ly
va chia sé TT ky thuat chuan QT

2. Dao tao, duy tri déi ngii chuyén gia giam
sat, theo doi, phat hién, canh bao s&ém
va phan trng v&i hiem hoa ATTT




Hé thong giam sat an toan
mang Internet quoc gia

Trung tam ky thuat an toan mang quoc gia

(VNCERT)



Hé thong giam sat an toan mang QG

HT phan tich xtr ly trung tam
Theo d6i va phén tich thoi gian thwe
So sanh va xtr ly twwong quan
Canh bao
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Hé thong giam sat an toan mang

Internet quoc gia

 Nguyeén ly:

- Khéng la cong cu do tham n(?i dung,

- Hoat dong chu dong, xw ly s6 Ii?u I&n tw dong héa cao,

- Cau truc mo, tich hop theo chuan théng dung,

- Thu thap théng tin phan tan, quan ly da cap, xw ly tap trung,

- Phoi két hop thong tin quoc te.
 Pham vi ap dung: Mét sé Bd, nganh, tinh, thanh va ISP
« Kha nang hién tai:

- Phat hién nguy cor APT, xam nhap cua Hacker,

- Giam sat dich vu cta hé thong

- Phat hién hoat déng cua ma déc, botnet

- Phat hién tan cong ttr chodi dich vu DoS/DDoS

- Phat hién cac ky thuat cua tin tac s dung

- Phat hién céac dia chi tan céng / bj tan céng

- Tong hop toan canh birc tranh ATTT



BAO CAO PINH KY ATTT

BAO CAO TONG HOP KET QUA GIAM SAT

L THONG TIN CHUNG

Thai gian: 06/04:2015 dén 03/03/2015

Bia dim: [

Muc dich: Gidm sit cde sw ob ap toin mang cho mét shdich v cung cﬁp
quamang cia I

Thiét bi phit hién: Thiét b pht hiéa tin cong an toin mang chuyén ding
vahé ﬂléng gidm sit an todn mang quéc gia

Ché 6 hoat déng: Gidm sz

Tinh hinh an todn théng tia: Nevy hiém

IL TONGHQP

Théng qua két qua gidm sét tr 00:00 ngay 061042015 dén 23:59 ngay
03/05/2015, Truag tim VNCERT 84 pht hign va x 1 §3.127 sy kién cinh
oo an toan théng tin. Trong 66, d phat hién 8 hiah thie tin cong dién hinh
v 188 & thujt tin cong khac nhav.

Hé théng gidm sit g, toin mang Quoc gia tai VNCERT di phit hién ra diu
hiéw tin cong nguy hiém cia nhiéy mA de thn cong bé thong. Bén canh 66,
xudt hién rét ahiéu kiéu & thut tin céng nhim vao dich vy Web c6 khi
ning gay tir chdi dich vy, thay 66 gio dién, éah cdp théng tin... ic biét
15 kiéu thn cdng khai thic cii cém shellcode lén hé théng nhim myc dich
Ganh cdp théng tin, chiém quyen diéy khién thay 64 giao dién cia website

Hé théng website [N thums xuyén c6 cc dot do quét i cic
dia chi IP mude ngoai si dung cdc cdng cu do quét 18 hc:mg phuc vu cho muc
dich khai thic, tin cong gay ngvy hai cho hé thbag.

Dé xuat va kien nghi:

- Khin troong kiém tra ra soét, kiém tra dénh gid an toan théng tin cho hé
théng may chi, ra soat céc dich vy, phin mém 63 16i thoi (s dung phién
bin cfi) v tién hinh cip nhit phin mém ngay 3é dam bio an tozn.

OL CHITIET
3.1 Tong hop cic loai tan cong
a. Danh sich 5 ky thut tn céng dugc phat hién nhiéu nhit

1 | SERVER-APACHE Apache mod_tpaf x-forwarded-for i 9683
header denial of service attempt

2 | PROTOCOL-DNS TCP inverse query overflow 199

3 | SERVER-ORACLE database username buffer overflow 163

4 | SERVER-WEBAPP redirect access 145

3 | SERVER-WEBAPP content-disposition file upload attempt 121

b. Danh sach 5 céng dich vu bi tin céng nhiéu nhit

1 [0 utpyep

19437 (791%)

3| 53 (domain)tep 199 (0.08%)
2 |3389%ep 159 (0.06%)
4 | 445 (microsoft-ds)tep 148 (0.06%)
5 [22233p 68 (0.03%)

¢ Danh sich mét s8 hinh thirc tin céng dién hinh

3.2. Chi tiét cic ki thudt tan cong dién hinh

—

Tén cong émg dung Web (Web Application Attack)

—

SERVER-APACHE Apache mod_rpaf x-forwarded-for header denial
of service attempt: Phét hién déu hiéu tin tic khai thic 16 hong trong
module “mod_rpaf x-forwarded-for” cda Apache HTTP Server tir bén
ngoi Internet. Néu thanh cdng, tin téc c6 thé khoi tao mét cude tan
cdng DoS vao Website i

Dia chi ngudn phat dong tin cong:
66.249.82.146

66.249.82.153

141.0.8.140

82.145.216.239

168.233.194.60

37228.108.15

82.145.211.61

216.163.188.222

223.25.196.254

2015-04-06
00:00:05

222251177
222.254.162.165
22225225178
220255.1.175
220255.1.172
220.255.1.170
220.255.1.168
220.255.1.163
220.255.1.161
220.253.1.160
220.255.1.159
220.255.1.158
220.255.1.156
220255.1.154

Dia chi dich bi tin céng:
10 M3

17
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Biéu do giam sat dich vu

Megabits Per Second (Last Month) - (2015-02-22 00:00:00 - 2015-03-24 16:46:34)

O MhitsiSec
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Giam sat phat hién sw co, nquy co’ APT

Start Time: 16 Mar 2015 00:00:00 ICT VeryHigh: 308,532 ]
End Time: 22 Mar 2015 23:59:00ICT High: 244,660
Filter: Medium: 205,365 (IR
Inline Filter; N Filter Low: 10433701

Very Low: 0

Verified Rules: Mo Rule

# |End Time 4 41| Devil Device{ Name & Source Ag Source Geo Country Nan Source Pq Destinatig Destination Geo Country Destinatiq Priority ¥ ¢
22 Mar 2015 23:56:491CT 12 SERVER-APACHE Apache mod _rpaf x-forwarded-for header denial of service attempt | 168.63..., United States 30576/10.20.... g N
22 Mar 2015 23:56:491CT |12 SERVER-APACHE Apache mod_rpaf x-forwarded-for header denial of service attempt  |168.63.., United States 30576/103.22... N
22 Mar 2015 23:56:46 ICT Device Receipt Tme from ( il ]
22 Mar 2015 23:56:441CT |14 054WINDOWS Microsoft Forefront UIAG javascript handler in URT X55 attempt 182,16, 53215(103.24... a0 e
22 Mar 2015 23:56:40 ICT HI_CLIENT IIS_UNICODE o Vigtnam 20194 8
22 Mar 2015 23:56:341CT 12 SERVER-M3S0L Microsoft SQL Server 2000 Server helo buffer averflow attempt 10.20.... 51461/10.20.... 1433 ] ]
22 Mar 2015 23:56:341CT |12 SERVER-WEBAPP wrap access 116,98... Vietnam 50327)10.20.... 80/ 5 ]
22Mar 2015 235033 1CT |14 BLACKLIST User-Agent known malicious user-agent string Autolt 182.16... 2113/173.19... |United States 80| ] ]
22Mar 2015 23:56:3L1CT (21 PROTOCCL-DNS TMG Firewall Client long host entry explait attempt 10.20.... 53/123.30... |Vietnam 54397 ( 7 ]
22Mar 015 23:56:3LICT (2L PROTOCOL-DNS TMG Firewal Client long host entry exploit attempt 10.20.... 53/123.30... |Vietnam 3034 7 |
.22 Mar 2015 23:56:291CT |12 APP-DETECT DS request for potential malware SafeGuard to domain 360safe.com 103.22.., 354518.8.88 |United States O
22 Mar 2015 23:56:281CT 12 PROTOCCL-DNS TMG Firewall Client long host entry explait attempt 10.20.... 53/10.140.., 57602 ] ]
22 Mar 2015 23:56:271CT |15 DS-WINDOWS Microsaft Windows UPnP malformed advertisement 192.16.., 1025239.25... 1900| 1 I
22 Mar 2015 23:56:271CT |14 OS-WINDOWS Microsaft Windows UPRP malfarmed advertisement 192.16... 55319/239.25.., 1900/ ] ]
B2 w5 562610 7 request to porta 123.30... Vietnam 53891 10.20.... G
22 Mar 2015 23:56:251CT |11 DSAWINDOWS Microsoft Windows UPRP malformed advertisement 10.180.., 1900/239.25.., 1900/ 1 J
22 Mar 2015 23:56:191CT |20 0S4WINDOWS Microsoft Windows gethulk request attempt 134.14... (Germany 28%0(103.23... Vietnam 161 ] ]
22 Mar 2015 23:56:171CT 17 SERVER-APACHE Apache mod _rpaf x-forwarded-for header denial of service attempt 82,145, [Tceland 45627/10.20.... 80 7 ]
22 Mar 2015 23:56:151CT |16 SERVER-WEBAPP calendar access 113.23... \Vietnam 18860/10.134... 80/ hif ]
.22 Mar 2015 23:56:141CT |20 BLACKLIST DN reverse lookup respanse to malidious domain  datacub.biz - Win.Trojan... [8.8.8.8  United States 53/103.28.., |Vietnam 0419
22Mar 2015 23:56:141CT 12 PROTOCOL-DNS TMG Firewal Client long host entry exploit attempt 10.20.... 53/10.140.., 470131 ] |
22 Mar 2015 23:56:131CT 12 PROTOCOL-DNS TMG Firewall Client long host entry exploit attempt 10.20.... 53/10.140.., 399411 ] |

Wove nsasenic |4 SERVER-APACHE Apache Struts widcard matching OGL remote code executon attempt [192.16... 53191(174,12... United States i O )
{ >



Biéu do giam sat lwu lwong phat hién
DoS/DDoS

Megabits Per Second (Last Hour) - (2015-03-24 16:15:00 - 2015-03-24 17:11:46)
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Birc tranh tong hop Quy 1 -2015

- Trong qui | 2015 phat hién 1.276.051 (IP) ma doc.
Quy Il ¢cé thém trén 300.000 dia chi IP trong nwoc lién
quan dén mang ma doéc, 783 dia chi IP cia CQNN.

- Top 5 ky thuat dwoe tin tic sir dung nhiéu nhat 1a:

OS-WINDOWS Microsoft Windows UPnP malformed

advertisement
APP-DETECT failed FTP login attempt

PROTOCOL-DNS potential dns cache poisoning attempt -
mismatched txid
INDICATOR-SCAN SSH brute force login attempt

SERVER-WEBAPP content-disposition file upload attempt



Burc tranh tong hop Quy 2 -2015 (2)

Danh sdch 10 céng dich vu bi tan céng nhiéu nhat

STT Céng dich vu Tilé (%)
1 |80 (http)/tcp 21.55
2 |53 (domain)/tcp 9.31
3 [1900/udp 4.50
4 |22 (ssh)/tcp 2.51
5 18080/tcp 1.57
6 |443 (https)/tcp 1.53
7 |21 (ftp)/tcp 1.12
8 11433 (ms-sqgl-s)/tcp 0.63
9 [3389/tcp 0.43
10 |25 (smtp)/tcp 0.35




Bilrc tranh tong hop Quy 1 -2015 (3)

S Iwomg sy kiemn

BIEU BO THONG KE CAC QUOC GIA CO S0 LUGNG SU'KIEN TAN CONG NHIEU NHAT
TUTUAN 14DEN TUAN 25 NAM 2013
(0032015-21062015
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Bilrc tranh tong hop Quy 1 -2015 (4)

Mét sé loai tinh hinh tadn céng dic biét nguy hiém dién
hinh trong quy |l

1.
2.

Tan cong thay déi giao dién hé thdng website
Tan cong gay tir chdi dich vu bang cach st dung dich vu cua
Google cung cap phuc vu cho viéc tim kiém thong tin.

. Tan cdng vét can dé phat hién mat khau cac dich vu diéu khién va

chia sé tép tin tir xa SSH va FTP

Tan c6ng nham tai trai phép cac tép tin diéu khién nguy hiém (Shell)
lén may chu Web

. Mang ma ddc c6 may chi diéu khién st dung tén mién do céac

nwdc sau day quan ly: Hoa Ky, Trung Qudc, Cong hoa Ai-xo-len,
Ha Lan, Phap va Nga.

Tan cong gay ttr choi dich vu phéan gidi tén mién (DNS) duoc phét hién
co SO lwgng Ion va tang nhanh trong hai tuan cudi thang 6/2015, nhuwng
chuwa gay tac hai lon.



Hoan thién HT thong giam sat an toan
mang Internet quoc gia (giai doan 2)

 Tang cwong nang lwe xwe ly trung tam,

- B0 sung nang lwc phan tich ma déc, thw rac,

«  Mé& rong kha nang tich hop véi cac hé thong giam
sat cha cac té chirc nha nwéc, doanh nghiép,

« Thiét lap hé thong tiép nhan bao cao tw déng theo
chuan méi (STIX, TAXIL,...),

«  Xay dwng hé thong tiép nhan va chia sé théng tin
tw dong,

«  Phéi hop v&i VNISA va cac DN cung day manh
phat trién va ap dung céng nghé ndi dia (dwa trén
ma nguon mé, tw phat trién) trong linh vwec giam
sat va chia sé théng tin sw co6 an toan mang.



Xin tran trong cam on

Trung tam Ung ctru khan cap may tinh Viét Nam,
B6 Thong tin va Truyén thdng

18 Nguyén Du, Ha Noi, Viét Nam

Tel:  (84) 90 343 4470

Fax: (84) 43 640 4425

Email: vgkhanh@vncert.vn
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